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Abstract—Data as a Service (DaaS) builds on service-oriented technologies to enable fast access to data resources on the Web.
However, this paradigm raises several new privacy concerns that traditional privacy models do not handle. In addition, DaaS
composition may reveal privacy-sensitive information. In this paper, we propose a formal privacy model in order to extend
DaaS descriptions with privacy capabilities. The privacy model allows a service to define a privacy policy and a set of privacy
requirements. We also propose a privacy-preserving DaaS composition approach allowing to verify the compatibility between privacy
requirements and policies in DaaS composition. We propose a negotiation mechanism that makes it possible to dynamically
reconcile the privacy capabilities of services when incompatibilities arise in a composition. We validate the applicability of our
proposal through a prototype implementation and a set of experiments.
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1 INTRODUCTION

WEB services have recently emerged as a popular
medium for data publishing and sharing on the

Web [18]. Modern enterprises across all spectra are
moving towards a service-oriented architecture by put-
ting their databases behind Web services, thereby
providing a well-documented, platform independent
and interoperable method of interacting with their data.
This new type of services is known as DaaS (Data-as-a-
Service) services [33] where services correspond to calls
over the data sources. DaaS sits between services-based
applications (i.e., SOA-based business process) and an
enterprise’s heterogeneous data sources. They shield
applications developers from having to directly interact
with the various data sources that give access to business
objects, thus enabling them to focus on the business logic
only. While individual services may provide interesting
information/functionality alone, in most cases, users’
queries require the combination of several Web services
through service composition. In spite of the large body of
research devoted to service composition over the last
years [24]), service composition remains a challenging
task in particular regarding privacy. In a nutshell,
privacy is the right of an entity to determine when,
how, and to what extent it will release private informa-
tion [16]. Privacy relates to numerous domains of life and

has raised particular concerns in the medical field, where
personal data, increasingly being released for research,
can be or have been, subject to several abuses, compro-
mising the privacy of individuals [3].

1.1 e-Epidemiological Scenario
Let us consider the services in Table 1 and the following
epidemiologist’s query Q ‘‘What are the ages, genders,
address, DNA, salaries of patients infected with H1N1; and
what are the global weather conditions of the area where
these patients reside?’’

We proposed in [2] a mediator-based approach to
compose DaaSs. The mediator selects, combines and
orchestrates the DaaS services (i.e., gets input from one
service and uses it to call another one) to answer received
queries. It also carries out all the interactions between the
composed services (i.e., relays exchanged data among
interconnected services in the composition). The result of
the composition process is a composition plan which consists
of DaaS that must be executed in a particular order
depending on their access patterns (i.e., the ordering of
their input and output parameters). Thus, Q can be
answered by composing the following services
S1:1 � S4:1 � S2:2 � S3:1 � S5:1. It means that S1:1 firstly is
invoked with H1N1, then for each obtained patient,
S4:1 is invoked to obtain their DNA, S2:2 and S3:1 to
obtain date_of_birth, zip_code and salary of
obtained patients. Finally, S5:1 is invoked with the
patients’zip_code to get information about the
weather_conditions.

1.2 Challenges
Two factors exacerbate the problem of privacy in DaaS.
First, DaaS services collect and store a large amount of
private information about users. Second, DaaS services are
able to share this information with other entities. Besides,
the emergence of analysis tools makes it easier to analyze
and synthesize huge volumes of information, hence
increasing the risk of privacy violation [21]. In the
following, we use our epidemiological scenario to illustrate
the privacy challenges during service composition.
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Challenge 1: Privacy Specification. Let us consider ser-
vices S4:1 and S5:1 in Table 1. The scientist considers both
input and output parameters of S4:1 (i.e., SSN and DNA)
as sensitive data. Let us now assume that this scientist
states the following hypothesis: ‘‘weather_conditions’’
has an impact on H1N1 infection.’’ For that purpose,
he/she invokes S5:1. The scientist may want to keep S5:1

invocation as private (independently of what S5:1 takes and
returns as data) since this may disclose sensitive informa-
tion to competitors. The aforementioned first challenge
puts in evidence the need for a formal model to specify
private data is and how it will be defined.

Challenge 2: Privacy within Compositions. Component
services (that participate in a composition) may require
input data that can not be disclosed by other services
because of privacy concerns. They may also have
conflicting privacy concerns regarding their exchanged
data. For instance, let us assume that S1:1 states to disclose
its data (SSN) to a third-party service for use in limited
time. S3:1 meanwhile attests that it uses collected data (SSN)
for an unlimited time use. Then, S1:1 and S3:1 have different
privacy constraints regarding the SSN. This will invalidate
the composition in terms of privacy concerns.

Challenge 3: Dealing with Incompatible Privacy

Policies in Compositions. The role of the mediator is to
return composite services with compatible component
services with respect to privacy. The simplest way to deal
with compositions with incompatible privacy policies is to
reject those composition. However, a more interesting, yet
challenging approach would be to try to reach a consensus
among component services to solve their privacy incom-
patibilities, hence increasing the number of composition
plans returned by the mediator.

1.3 Contributions

1.3.1 Privacy Model
We describe a formal privacy model for Web Services that
goes beyond traditional data-oriented models. It deals with
privacy not only at the data level (i.e., inputs and outputs)
but also service level (i.e., service invocation). In this paper,
we build upon this model two other extensions to address
privacy issues during DaaS composition. The privacy
model described in this paper is based on the model
initially proposed in [30] and [28].

1.3.2 Privacy-Aware Service Composition
We propose a compatibility matching algorithm to check
privacy compatibility between component services within
a composition. The compatibility matching is based on the
notion of privacy subsumption and on a cost model. A
matching threshold is set up by services to cater for partial
and total privacy compatibility.

1.3.3 Negotiating Privacy in Service Composition
In the case when any composition plan will be incompat-
ible in terms of privacy, we introduce a novel approach
based on negotiation to reach compatibility of concerned
services (i.e., services that participate in a composition
which are incompatible). We aim at avoiding the empty set
response for user queries by allowing a service to adapt its
privacy policy without any damaging impact on privacy.
Negotiation strategies are specified via state diagrams and
negotiation protocol is proposed to reach compatible policy
for composition.

1.4 Paper Organization
The rest of this paper is organized as follows: In Section 2
we review the composition approach proposed in [2] as
part of the PAIRSE project. We present our privacy model
in Section 3. We introduce the notion of compatibility
between privacy policies and requirements in Section 4. In
Section 5 we show how our DaaS composition approach is
extended within privacy-preserving mechanism. We pres-
ent our negotiation model in Section 6 to deal with the issue
of privacy incompatibility. In Section 7 we describe our
prototype implementation and evaluate the performance of
the proposed approach. We overview related work in
Section 8. We provide concluding remarks in Section 9.

2 THE PAIRSE PROJECT: BACKGROUND

The approach presented in this paper is implemented as a
part of PAIRSE1 project which deals with the privacy
preservation issue in P2P data sharing environments,
particularly in epidemiological research where the need
of data sharing is apparent for making better a health
environment of people. To support the decision process,
epidemiological researchers should consider multiple data
sources such as the patient data, his social conditions, the
geographical factors, etc. The data sources are provided by
DaaS services and are organized with peers. DaaS services
differ from traditional Web services, in that they are
stateless; i.e., they only provide information about the
current state of the world but do not change that state.
When such a service is executed, it accepts from a user an
input data of a specified format (‘‘typed data’’) and returns
back to the user some information as an output. DaaS
services are modeled by RDF views.

Fig. 1 summarizes the architecture of this project. The
Multi-Peer Query Processing component is in charge of
answering the global user query. The latter has to be split
local queries (i.e., sub-queries) and has to determine which

TABLE 1
Subset of DaaS Services

1. This research project is supported by the French National
Research Agency under grant number ANR-09-SEGI-008, and available
at: https://picoforge.int-evry.fr/cgi-bin/twiki/view/Pairse/Web/
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peer is able to solve a local query. Each sub-query is
expressed in SPARQL. Each peer handles a Mediator
equipped with a Local Query Processing Engine compo-
nent. The mediator exploits the defined RDF views within
WSDL files to select the services that can be combined to
answer the local query using an RDF a query rewriting
algorithm [2]. Then, it carries out all the interactions
between the composed services and generates a set of
composition plans to provide the requested data.

3 PRIVACY MODEL

In this section, we describe our privacy model for DaaS
services. Each service S has a privacy policy (noted as PPS)
specifying the set of privacy practices applicable on any
collected data and privacy requirements (noted as PRS)
specifying the set of privacy conditions that a third-party
service T must meet to consume S’s data. A preliminary
version of the model described in this section was
proposed in [28].

3.1 Privacy Level
We define two privacy levels: data and operation. The data
level deals with data privacy. Resources refer to input and
output parameters of a service (e.g., defined in WSDL). The
operation level copes with the privacy about operation’s
invocation. Information about operation invocation may be
perceived as private independently on whether their
input/output parameters are confidential or not [10]. For
instance, let us consider a scientist that has found an
invention about the causes of some infectious diseases, he
invokes a service operation to search if such an invention is
new before he files for a patent. When conducting the
query, the scientist may want to keep the invocation of this
operation private, perhaps to avoid part of his idea being
stolen by a competing company. We give below the
definition of the privacy level.

Privacy level on resource rs of S is defined as follows:
1) L ¼ ‘‘data} if rs is an input/output of S operation;
2) L¼ ‘‘operation} if rs is information about S’s operation. N

3.2 Privacy Rule
The sensitivity of a resource may be defined according to
several dimensions called privacy rules. We call the set of

privacy rules Rules SetðRSÞ. We define a privacy rule by a
topic, domain, level, and scope.

The topic gives the privacy facet represented by the
rule and may include for instance: the resource recipient,
the purpose and the resource retention time. The
‘‘purpose’’ topic states the intent for which a resource
collected by a service will be used; the ‘‘recipient’’ topic
specifies to whom the collected resource can be revealed.
The level represents the privacy level on which the rule is
applicable. The domain of a rule depends on its level. Indeed,
each rule has one single level: ‘‘data’’ or ‘‘operation’’. The
domain is a finite set that enumerates the possible values that
can be taken by resources according to the rule’s topic. For
instance, a subset of domain for a rule dealing with the right
topic is {‘‘no-retention’’, ‘‘limited-use’’}. The scope of a rule
defines the granularity of the resource that is subject to
privacy constraints. Two rules at most are created for each
topic: one for data and another for operations.

A Privacy RuleRi is defined by a tuple (Ti, Li, Di, Sci)
where:

. Ti is the topic of Ri,

. Li 2 f‘‘data}; ‘‘operation}g is the level of the rule,

. Di is the domain set of Ri; it enumerates the possible
values that can be taken by Ti with respect to rs,

. Sci is the scope ofRi where Sci ¼ f‘‘total}; ‘‘partial}g
i f Li ¼ ‘‘operation} a n d Sci ¼ f‘‘total}g i f
Li ¼ ‘‘data}.

Example 1. We give two examples of rulesR1 andR3 in RS,
where: R1 ¼ ðT1; L1; D1; Sc1Þ where T1 ¼ ‘‘recipient},
D1 ¼ fpublic; research� lab; government; hospital;
universityg and L1 ¼ ‘‘data} and Sc1 ¼ ‘‘total}. R3 ¼
ðT3; L3; D3; Sc3Þ where T3 ¼ ‘‘retention}, D3 ¼ ½0; 1; . . . ;
Unlimited� (defining retention in day), L3 ¼ ‘‘data} and
S3 ¼ ‘‘total}. N

3.3 Privacy Assertion
The services will use privacy rules to define the privacy
features of their resources. The application of a rule
Ri ¼ ðTi; Li; Di; SciÞ on rs is a privacy assertion AðRi; rsÞ
where rs has Li as a level. AðRi; rsÞ states the granularity of
rs that is subject to privacy. The granularity g belongs to the
scope Si of the rule. g is equal to partial if only the ID of the
operation invoker is private. AðRi; rsÞ also indicates Di’s
values that are attributed to rs. Let us consider the rule R1

given in example 1. A privacy assertion on rs according to
R1 may state that rs will be shared with government
agencies and research institutions. We use the propositional
formula (pf ) ‘‘government’’ ^ ‘‘research’’ to specify
such statement.

A Privacy AssertionAðRi; rsÞ on a resource rs is defined
by the couple ðpf; gÞ; pf ¼ vip ^ . . . ^ viq according to
Ri ¼ ðTi; Li; Di; SciÞ, where vip; . . . ; viq 2 Di; g 2 Sci is the
granularity of rs.

3.4 Privacy Policy
A service S will define a privacy policy, PPS, that specifies the
set of practices applicable to the collected resources.
Defining the privacy policy PPS of S is performed in two
steps. First, the service S identifies the set (noted Pp) of all

Fig. 1. PAIRSE global architecture.
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privacy resources. Second, S specifies assertions for each
resource rs in Pp. Deciding about the content of Pp and the
rules (from RS) to apply to each resource in Pp varies from
a service to another. PPS specifies the way S treats the
collected resources (i.e., received through the mediator).
We give below a definition of privacy policy.

The Privacy Policy PPS of S is defined as PPS¼fAjðRi;rskÞ;
jrjPPSj; irjRSj; krjPpj; rsk 2 RSg.

3.5 Privacy Requirements
A service S will define a Privacy Requirements PRS stating
S’s assertions describing how S expects and requires a
third-party service should use its resources. Through
privacy requirements, S applies its the right to conceal
their data (i.e., output).

Before creating PRS, S first identifies the set (noted Pc) of
all its privacy resources related to its output parameters
and operation invocation. PRS assertions describe the way S

expects T to treat the privacy of input data, output data
(e.g., experiment results returned by a service), and informa-
tion about operation invocation. In addition, S may
unequally value the assertions specified in PRS. For instance,
S owns SSN and zip_code data, S’s requirements about SSN
may be stronger than its requirements for zip_code.
Besides, S may consider an assertion more essential than
another, even if both assertions are about the same resource.
For that purpose, S assigns a weight wj to each assertion
AðRi; rsÞ in PRS. wj is an estimate of the significance of
AðRi; rsÞ. The higher is the weight, the more important is the
corresponding assertion. Each weight is decimal number
between 0 and 1.

. 8jr jPRSj : 0Gwjr 1,

.
Pk

j¼1 wj ¼ 1, where k ¼ jPRSj.

In the real cases, S may be willing to update some of
their privacy requirements. To capture this aspect, S

stipulates whether an assertion AðRi; rsÞ is mandatory or
optional via a boolean attribute Mj attached to assertion A.

The Privacy Requirements PRS of S is defined as PRS¼
fðAjðRi; rskÞ; wj;MjÞ; jrjPRSj; irjRSj; krjPcj;rsk2Pc;Ri2RS;
wj is the weight of Aj; Mj ¼ True iff Aj is mandatoryg.

Example 2. Let us consider the previous rules of example 1
R1 and R3 and let us consider services S1:1 and S3:1 in
Table 1, Pc of S1:1 ¼ fSSNg and Pp of S3:1 ¼ fSSNg. S1:1

defines its PR as: PRS1:1 ¼ fðA1ðR1; SSNÞ ¼ hospitalÞ;
ðA3ðR3; SSNÞ¼10Þg. S3:1 defines its PP as: PPS3:1¼
fðA10 ðR1; SSNÞ¼research�labÞ; ðA30 ðR3; SSNÞ ¼ 70g.

3.6 Privacy Annotation for WSDL-Based DaaS
In our previous work detailed in [22], we have defined a
mechanism to annotate WSDL 2.0 descriptions under the
interface element that describes the abstract part of the
service with privacy specification of service. We choose to
annotate WSDL descriptions at the three following places:
interface, operation, input and output. Further-
more, we note that services are located in Peer-to Peer
environment which is controlled and managed by a super-
peer. A service S wanting to adhere to this environment,

has to undertake to respect its PR and PP by the signing of
an e-contract with the responsible peer.

4 THE PRIVACY COMPATIBILITY CHECKING

In this section, we introduce the notion of compatibility
between privacy policies and requirements. Then, we
define the notion of privacy subsumption and present
our cost model-based privacy matching mechanism.

4.1 Privacy Subsumption
Let us consider a rule Ri ¼ ðTi; Li; Di; SiÞ. Defining an
assertion AðRi; rsÞ ¼ ðpf; gÞ for rs involving assigning
value(s) from Di to the propositional formula pf of A.
The values in Di are related to each other. For instance, let
us consider the domain {public, government, federal
tax , research} for a rule dealing with topic
Ti ¼ ‘‘recipient}. The value public is more general than
the other values in Di. Indeed, if the recipient of rs is
declared public (i.e., shared with any entity), then the
recipient is also government and research. Likewise, the
value government is more general than research since
the research is-a government agency. To capture the
semantic relationship among domain values, we introduce
the notion of privacy subsumption (noted vp). For instance,
the following subsumptions can be stated: government v
public; research v government. Note that privacy sub-
sumption can be different from the typical subsumption of
domain concepts represented with the notation v.

4.1.1 Privacy Subsumption
Let Di ¼ fvi1; . . . ; vimg be the domain of a privacy rule Ri.
We say that vip is subsumed by viq or viq subsumes vip,
(1r prm and 1r qrm) noted vip vp viq, iff viq is more
general than vip. N

We generalize the notion of privacy subsumption to
assertions. Let us consider an assertion AðRi; rsÞ ¼ ðpf; gÞ
representing an expectation of S (resp., T) and another
assertion A0ðR0i; rs0Þ ¼ ðpf 0; g0Þ modeling a practice of T

(resp., S). In order for A and A0 to be compatible, they must
be specified on the same rule (Ri ¼ R0i), the same resource
ðrs ¼ rs0Þ, and at the same granularity ðg ¼ g0Þ. Besides, the
expectation of S (resp., T) as stated by pf should be more
general (i.e., subsumes) than the practice of S (resp., T) as
given by pf 0. In other words, if pf is true, then pf 0 should be
true as well. For instance, if pf ¼ ‘‘government ^ research}
and pf 0 ¼ ‘government}, then pf ) pf 0 (where ) is the
symbol for implication in propositional calculus). Hence, A
is more general than A0 or A subsumes A0 (noted A0 v A).
Although some literals used in pf are syntactically
different from the ones used in pf 0, they may be seman-
tically related via subsumption relationships. For instance,
let us assume that pf ¼ ‘‘public ^ research} and pf 0 ¼
‘‘federal tax}. Since federal tax v public, we can state
that public) federal tax. In this case, we can prove that
pf ) pf 0 and hence, A0 v A.

Then, if we consider AðRi; rsÞ ¼ ðpf; gÞ and A0ðR0i; rs0Þ ¼
ðpf 0; g0Þ.A0 is subsumed byA orA subsumesA0, notedA0vA,
if Ri ¼ R0i, rs ¼ rs0, g ¼ g0, and pf ) pf 0.
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4.2 Privacy Compatibility Matching Algorithm
We propose an algorithm (Algorithm 1 below) called PCM
(Privacy Compatibility Matching), which is previously
discussed in [30], to check the privacy compatibility of
PR and PP . Then, for each rs in Pout ¼ rs0 in Pin, PCM
checks the compatibility of assertions in PRS (related to rs)
with assertion in PPS

0
(related to rs0 of S0) based on the

privacy subsumption described above. PCM outputs the
set of incompatible assertions couple (InC). PCM matches
expectations in PRS to practices in PPS

0
and expectations in

PPS
0

to practices in PRS. Two options are possible while
matching PRS and PPS

0
. The first option is to require full

matching and the second is partial matching. Indeed, the
mediator may opt for the second matching type in case
when some service are willing to sacrifice their privacy
constraints. For that purpose, we present a cost model-based
solution to enable partial matching. The cost model
combines the notions of privacy matching degree and
threshold. Due to the large number and heterogeneity of
DaaS services, it is not always possible to find policy PPS

0

that fully matches a S’s requirement PRS. The privacy
matching degree gives an estimate about the ratio of PRS

assertions that match PPS
0
assertions. We refer to M � PRS as

the set of all such PRS assertions. The degree is obtained
by adding the weights of all assertions in M: Degree
ðPRS; PPS0 Þ¼

P
wj for all assertions ðAjðRi; rskÞ; wj;MjÞ2M.

The privacy matching threshold� gives the minimum
value allowed for a matching degree. The value of � is
given by the service and gives an estimate of how much
privacy the service is willing to sacrifice.

5 PRIVACY-AWARE COMPOSITION

The result of a composition is a set of component DaaS
services which must be composed in a particular order
depending on their access patterns (i.e., the ordering of
their inputs and outputs parameters). In this Section, we
explain our approach, which previously detailed in [30], to
check the privacy compatibility within composite services.

5.1 Service Dependency in a Composition Plan
The mediator returns initially, as a result of composition, a
set Cp of DaaS composition plans (with CP ¼ fCP1; CP2;
. . . ; CPng), all answering the same query. The selected
services, in a given CPl 2 CP, need to be executed in a
particular order depending on their inputs and outputs
parameters. Note that input parameters begins with ‘‘$’’
and output parameters by ‘‘?’’. To construct the composi-
tion plan the algorithm [2] establishes a dependency graph
(noted DG) in which the nodes correspond to services and
the edges correspond to dependency constraints between
component services. If a service Sc needs an input x
provided from an output y of service Sp then Sc must be
preceded by Sp; we say that there is a dependency between Sp
and Sc (or Sc depends on Sp). Fig. 2 depicts the DG of the
composition plan represented related toQ. In what follows,
we explain how we check the privacy compatibility of all
services in DG.

5.2 Checking Privacy Within Composition
We extend the previous composition approach to deal with
the privacy-preserving issue within composition. Let us
consider a graphDG, if Sc depends on Sp, then Sc is showed
as a consumer to some data provided by Sp and the latter is
showed then as a producer from the mediator point of view.
Then, the mediator considers the privacy requirements PRSp

of the service producer (i.e., Sp, since PRSp specifies S0p
conditions on the usage of its data) and privacy policy PPSc

of the service consumer (i.e., Sc, since PPSc specifies S0c
usage on the collected data) and checks the compatibility of
PPSc and PRSp by using the privacy compatibility matching
algorithm PCM within services order in DG. Then, a given
CPl is considered as privacy-preserving aware composition
plan if the privacy compatibility related to all dependencies
in DG are fully satisfied. In other words, if it exists at least
one dependency in CPl for which PR and PP of related
services are not compatible, then CPl is violated privacy
and will be withdraw from the set CP . rs consumer with
PP matching producer PR having incompatibility results
in the denial of rs divulgation. The mediator can opt for a
partial compatibility between PR and PP (according to the
cost-model described in Section 4.2) if the concerned
services with PR allow that.

Example 3. Let us consider the DG of Fig. 2 which is one of
possible CP for Q. The mediator identifies firstly, from
DG, service consumers, producers and resources relat-
ed to each dependency step. The s parameter is an input
for S2:2, S3:1 and S4:1 while it is an output of S1:1 and
therefore S2:2, S3:1 and S4:1 depend on S1:1. Similarly, z is
an input of S5:1 and an output of S3:1, therefore S5:1

depends on S3:1. Consequently, S2:2 and S4:1 are con-
sidered as consumers services, while S1:1 is considered

Fig. 2. Dependency graph of query Q.
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once as a consumer ðstep1Þ once as a producer (in step2 it
provides output for others services). The same reason-
ing is observed for S3:1. In step1. the mediator checks the
compat ibi l i ty of PRinput and PPS1:1 . re lated to
rs ¼ ‘‘Patient Disease}. In step2, the mediator checks
the compatibility of PRS1:1 and PPS2:2 , PRS1:1 and PPS3:1 , PRS1:1

and PPS4:1 . where rs ¼ ‘‘SSN}. In step3, rs ¼ ‘‘zipcode} and
the compatibility of PRS3:1 and PPS5:1 is checked. Thus, the
compatibility of PPS3:1 and PRS1:1 at step 2 is not hold ac-
cording PCM algorithm, since hospitalresearch� lab

and 1070 then Inc ¼ fðA1; A10 Þ; ðA3; A30 Þg. N

5.3 Discussion
The compatible CPl may not be entirely protected and be
subject to some attacks [15] in order to disclose the identity of
data which are resulted from the composition execution. We
believe that a robust privacy criterion should take adversary
knowledge into consideration. However, this problem is out
from the scope of this paper and will be presented in a future
work. The mediator has only the responsibility to response
query through composition plan while assuring the compat-
ibility between services privacy specification in CPl. In case
where all CPl of CP are incompatibility, the mediator should
attempt an alternative response mechanism and avoid the
empty response. In the next section, we propose a novel
approach to achieve compatibility based on the negotiation
taking into account the privacy.

6 NEGOTIATION TO REACH COMPATIBILITY

In the previous section, we showed how privacy is checked
within composite services using the dependency graph and
PCM algorithm. The mediator basically discards any
composition plan which is subject to privacy incompati-
bility from the set response CP. We intend (to help scientists
in achieving their epidemiological tasks) avoid such empty
set response (i.e., CP 6¼ ;) in order to improve the
usefulness of the system. The main idea behind avoiding
empty responses is to reach a compatible CPl through a
privacy-aware PP negotiation mechanism, i.e., negotiation
is not achieved at the expense of privacy. In [29], we
presented an early idea of privacy requirement-negotiation
which is designed to offer incentives to component services
in order to adapt their PR.

Compared to [29], in this paper, we revise the previous
idea of negotiation and provide many improvements. First,
the negotiation decision is cautiously taken according to a
utility-based cost function defined by a service provider.
Second, the negotiation is processed with the objective to

adapt the privacy policy PP of service subject to incom-
patibility and not its privacy requirements PR. Also, we
provide many additional experimental results to show the
effectiveness of our proposed techniques. In the following,
we detail our privacy-aware approach that aims at
dynamically reconciling incompatible services’ privacy
policies while always respecting the privacy requirements.

6.1 Privacy-Aware Negotiation
In services composition (cf. Section 2), a mediator selects
one service from several candidate services to perform a
sub-part of the user query. Several approaches in literature
use non-functional (QoS i.e., quality of service) properties
to select services [1], [35], where the web services provide
contracts that can guarantee a certain level of QoS. Contract
compliance is usually assessed through a reputation
mechanism. We use a similar notion to define a non-
functional property called composition reputation as a
criterion to select services during composition. Composition
reputation (or simply, reputation) is defined as the number
of times that a service S has accepted to adapt its PPS,
divided by the number of times S received PPS adaptation
requests from the mediator. The more S is willing to adapt
its PPS, the higher is its reputation

ReputationðSÞ ¼
N AdaptðPPSÞ
QAdaptðPPSÞ

(1)

where N AdaptðPPSÞ is the number of adaptions made by S on
PPS and QAdaptðPPSÞ is the number adaptation requests
received by S from the mediator. A service provider should
generally be flexible when it specifies its PP (to attain
better reputation). Moreover, a service may be willing to
adapt some of its assertions in a PP while maintaining a
minimum privacy level. The approach works as follows. If
the PRSp and PPSc are not compatible in a given CPl, the
related service consumer Sc is informed by PCM about the
assertions in its PPSc that are incompatible. The mediator
starts the negotiation process with Sc with the objective of
achieving adaptation of PPSc .

Fig. 3 gives an overview of the negotiation process,
which is guided by the offers sent by the mediator to Sc and
the willingness of Sc to negotiate its PPSc . The Reputation-
based Privacy negotiation Module (RPM) allows the
mediator to decide whether a candidate S is chosen or
not depending on ReputationðSÞ. A mediator that requests
a service for composition, provides feedback on the service
interaction afterwards. The negotiator component handles
the negotiation process by creating instances of both
mediator (MVproxy) and service consumer Sc (CVproxy)
to reach a mutually compatible solution. In what follows,
we detail our negotiation approach.

6.2 Negotiation Strategies Specification
In this section, we describe why, when and how a service
providers and mediators define their negotiation strategies
respectively.

6.2.1 Why Negotiating Privacy Policies
A ‘‘good’’ Web service can be essentially described as a
service that participates more often in compositions, that

Fig. 3. Negotiation process overview.
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does not disclose private data, and, that does not attempt to
alter data or operations. Thus, a primary reason for service
providers to adapt their PPs (i.e., negotiate them) is the fact
that PP should not be an obstacle (in terms of privacy
incompatibility) for the services’ invocations in composi-
tions. In other words, PP should not jeopardize the
paradigm of the service use, since the more a service is
utilizable, the more its reputation will grow [23]. However,
this does not mean in any way that a PP be relaxed to the
point where it may be compromised.

When a service provider specifies its PP , it takes into
consideration (in addition to the privacy features and
their impact) other features that may assist in improving
its performance. Studies have demonstrated how personal
data, such as information captured by the index of
desktop user-trace, local analyses, etc. can be used in
order to provide personalization of service functionality
[31]. These personalization techniques, based on personal
information, have demonstrated the potential of greatly
improving the relevance of displayed service behavior.
However, the sensing and storage of such information
may conflict with PR of other services (see Section 5).
Then, PP negotiation seems as a useful mechanism for
increasing the services’ composition reputation. Obvious-
ly, the foremost challenge then is how a service provider
can take the best decision between keeping its PP
unchanged or negotiating it. For this, we define a
utility-based cost function on privacy-efficiency trade-
off, noted CNe�KeS , in order to measure the gain earned by
negotiating PPS, ðUPPRepÞ, and the gain to keep PPS ðUPPPriÞ.
Our cost function CNe�KeS is inspired from the models
proposed in [19], [17] and defined as follows:

CNe�KeS ¼  UPPRep;UPPPri
� �

: (2)

Then, a provider uses the formula (2) to evaluate the
estimation of the best choice between UPPRep and UPPPri.

6.2.2 How to Negotiate Privacy Policy
Guided by CNe�KeS , S’s provider defines negotiation
strategies beforehand when UPPRep is greater than UPPPri.
The provider also specifies an alternative assertion set
PPSN which is a subset of PPS (i.e., PPSN � PPS) related to
one or several privacy rules Ri for which S is willing to
negotiate (i.e., for them UPPRep � UPP

S

Pri). Each assertion in PPSN
is negotiable . Hence, PPSN ¼ fðAnðRi; rs

0
kÞÞ; nr jPPSN j;

ir jRSj; kr jPpj; rs0k 2 Pp; Ri 2 RSg. For each An in PP S
N , S

defines a negotiation strategy, noted as STranAn
, as one or

several alternative assertions Ap that alternate An. STranAn
is

specified as a state diagram where the initial state
represents An in PPN and each other state represents an

alternate assertion Ap. Each transition between states
represents an accepted offer which is described as an
incentive Ip. Thus, STranAn

¼ fIpðApÞ; 1r pr jSTranAn
jg.

Fig. 4 illustrates the S3:1 negotiation strategy ðSTranA10
Þ

defined for assertion A10 (with respect to (2)). According to
STranA10

, S3:1 accepts to negotiate its initial assertion A10 (of
SPP3:1 ). Then, if S3:1 receives the incentive I1, it will change
A10 ¼ ‘‘Research � lab} as recipient toA1 ¼ ‘‘Federal� tax}.
Otherwise, it adapts A10 to A3 ¼ ‘‘Hospital} if it will receive
the incentive I3.

6.2.3 Mediator Negotiation Strategy
The mediator is central to the collaborative negotiation
strategy. S’s provider informs mediator about its CNe�KeS .
The mediator then defines its negotiation strategies. Since
mediator is considered as a trusted entity, it consults the
value of CNe�KeS of S only if S appears as an incompatible
service for a composition plan. Thus, according to CNe�KeS of
S, the mediator identifies a sub-set of privacy rules, noted as
RSN , for which it is willing to negotiate with S. Then, for all
the rules 2 RSN , the mediator defines a negotiation strategy
which is guided by the set of incentives. Each negotiation
strategy can be described as a state machine where each
state represents an incentive Ij and each transition between
states represents a not accepted response to Ij that may be
returned from S. We assume that the mediator knows the
initial reputation value of S (noted VRepðSÞ). VRepðSÞ
measures the trustworthiness of S based on end-user
feedbacks. VRepðSÞ corresponds to the average of collected
ratings and can be quantitatively measured. Based on RPM,
the mediator initially defines, regarding RSN , a finite set of
offers Ofr ¼ fI1; . . . ; Ing, (with n ¼ jOfrj). The set Ofr is
ordered and I1 ¼ VRepðSÞ with I1 G � � � G In. Each incentive
Ij (where 1G jGn) is defined as the increase proportion
value 2 [1 percent, 100 percent] of the original service
reputation value. The more the incentive is important, the
more service reputation value will be increased. The
ranking of incentives to be sent to S is illustrated according
to a negotiation strategy. The proportion value of incentive,
noted as percent Rep, that mediator increases between the
states of a negotiation strategy, is calculated as

%Rep ¼ FqðSÞ þ c 	ReputationðSÞ
1þ c (3)

where

FqðSÞ ¼ VRepðSÞ; VAvaðSÞ
� �

(4)

FqðSÞ represents FqðSÞ average which is a vector of
feedback values for S computed from the last � queries in
which S was invoked. VRepðSÞ represents the initial
reputation value of S and VAvaðSÞ is the probability that
S was available for the corresponding query. The c
parameter of formula (3) is a weighting factor assigned to
the composition reputation (of formula (1)). The mediator
assigns more importance to the reputation than feedback
values (of formula (4)), thus c is 91. The mediator
negotiation strategy is described as: MStat

R	 ¼ fIq 
 Ip; 1r
qr jMStatj; Iq; Ip 2 Ofr; pG q; R	 2 RSNg.

Fig. 5 illustrates a mediator negotiation strategy regard-
ing R1. The mediator will update its negotiation strategy

Fig. 4. Service negotiation strategy.
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only when: 1) S will be invoked in a new CP and S will not
be compatible, and, 2) S will send a new update of its
CNe�KeS . Other services in the composition that are willing to
negotiate are not able to discover the negotiation strategies
of the mediator.

6.3 Negotiation Protocol
We propose a dynamic protocol called ReP (Algorithm 2),
handled by the negotiator module. This protocol aims at
automatically reconciling the mediator’s and consumer’s
negotiation strategies related to consumer assertions in
InC. In this regard, the negotiation protocol incorporates
two state machine diagrams using the reconciliation
algorithm, and finds the first alternative assertion from
STranAn

that is compatible with Au. The algorithm ReP
checks if an incentive Iq, from MStat

Ri
, is accepted by STranAn

and then checks the compatibility of the related alterna-
tive assertion Aq (instead of Au0 ) from STranAn

, (where the
couple ðAu;Au0 Þ 2 InCÞ. Otherwise, if Aq, related to the
acceptance of Iq, is not compatible with Au, the algorithm
ReP will check the next incentive from MStat

R	 ; looks if it is
accepted by STranAn

and the previous reasoning is observed.
Thus, ReP is applied to all assertion couples (related to
consumer services) of InC under the condition that there
exist negotiation strategies specified for each assertion (of
the corresponding privacy policy) of InC. The algorithm
ReP returns Rec which contains the best alternative
assertions that will be compatible. A successful negotia-
tion concludes with a mutually agreed and signed policy,
called privacy e-agreement contract (between concerned
service and mediator).

Example 4. Let us consider the negotiation strategies of
Figs. 4 and 5 and the assertion couple ðA1; A10 Þ of
InC ¼ fðA1; A10 Þ; ðA3; A30 Þg. These strategies are speci-
fied regarding R1. Then, according to the algorithm
ReP, the first I1, is accepted but A1 related to I1 is not
compatible with A1 ¼ ‘‘hospital}. ReP retrieves the
second offer from MStat

Ri
, i.e., I2. This latter is not

accepted by STranA10
, then ReP retrieves the third I3 which

is accepted by STranA10
. The related A3 of I3 ¼ ‘‘hospital}

and it is compatible with A1.

7 PROTOTYPE AND EVALUATION

The goal of our experiments is twofold: first, we study the
performance of the proposed algorithms and protocols via
extensive experiments. Second, we validate the applicabil-
ity of our proposal on real-life scenarios.

We first describe the prototype architecture in
Section 7.1. We detail the experiments setup in Section 7.2.
In Sections 7.3 and 7.4, we study the performance evalua-
tion of the proposed algorithms (privacy compatibility
checking, PCM, and negotiation, ReP respectively). Then,
in Section 7.5, we report our experiment results with three
real scenarios from the healthcare domain to show the
impact of PCM andReP algorithms on service composition
time processing, including server-side time consumption
and client-side total response time.

7.1 Prototype Architecture
Our prototype allows querying and composing DaaS
according to the architecture depicted in Fig. 6, which is
organized into four layers. The first layer contains a set
MySQL databases that store medical data. The second layer
includes a set of proprietary applications developed in Java;
each application accesses databases from the first layer.
These proprietary applications are exported as DaaS
services. These services constitute the third layer, and their
description files (i.e., WSDLs) are annotated with RDF
views and published via registries (we use Openchord DHT
to this end). The upper layer includes a Graphical User
Interface (GUI) and a Web Service management system
(WSMS). The GUI component is composed of two basic
interfaces: Requester-Interface and Administrator-Interface.
Users access the system via Requester-Interface of the GUI to
submit queries to the composition system. Administrator
accesses the system to develop and manage Web services
through the Privacy Composition Checking and Privacy
Adaptation components, which implement our PCM algo-
rithm and negotiation process respectively (see Fig. 3). The
Requester interface of our prototype is available at http://
soc.univ-lyon1.fr:8080/queryRewriter/index.html. It can be
downloaded and executed with the Java Web Start technol-
ogy, and it relies on a locally deployed DHT based on
OpenChor2 to store the descriptions of DaaS services.

7.2 Experiments Set-Up
We realized two classes of experiments. The first class
evaluates the compatibility and negotiation approaches

2. http://open-chord.sourceforge.net/

Fig. 5. Mediator negotiation strategy.
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(cf. Sections 7.3 and 7.4 respectively). We used the deploy-
ment kit bundled with GWT (Google Web Toolkit) and the
Apache server Tomcat to develop and deploy the prototype.
We run these experiments on a laptop with 2.53 GHz Intel
Core 2 duo processor with 4 Go of RAM, and under the
Mac OS X 10.6.8 operating system. The performance has
been measured in terms of CPU time (in milliseconds). We
measured the average CPU time for 30 iterations of our
PCM andReP algorithms. We noticed that after 10 iterations
the average value becomes stable.

The second class is related to real life scenarios
(cf. Section 7.5). We implemented the DaaS services involved
in the scenarios on a virtual machine hosted on the Lyon 1
university campus.3 The virtual machine has been granted
the following hardware characteristics: 64 bit Intel single core
CPU at 2.66 Ghz with 1 Go RAM. The network our
experiment have been tested on is a 1000BASE-T switched
full-duplex network, deployed with Cat-5 twisted pair
cables. We connected to the network with RJ45 cables and
Gigabit PCI Ethernet cards.

7.3 Privacy-Compatibility Evaluation
In the PAIRSE prototype, we developed more than 100 real
Web services. The developed services include services
providing medical information about patients, their hos-
pital visits, diagnosed diseases, lab tests, prescribed
medications, etc. In the following, we evaluate the
efficiency and scalability of our compatibility algorithm.

For each service deployed in our architecture, we randomly
generated PR and PP files regarding its manipulated
resources (i.e., inputs and outputs). Assertions in PR and
PP were generated randomly and stored in XML files. All
services were deployed over an Apache Tomcat 6 server on
the Internet. We implemented our PCM algorithm in
Java and run the composition system with and without
checking compatibility. To evaluate the impact of PCM
on the composition processing, we performed two sets of
experiments.

7.3.1 Efficiency and Scalability
In the first set of experiments, we mainly focused on the
compatibility checking phase with the perspective to
evaluate the effectiveness and speed of the PCM. The
computational complexity of PCM algorithm is of the order
Oðn2Þ. Indeed, the total number of assertions that must be
checked among PRS (containing n assertions) and PPS0

(containing m assertions) with respect to one dependency
step in CP (i.e., between S and S0) is equal to n�m. Hence,
our PCM has a polynomial complexity. In order to
empirically verify this assumption, we conducted a set of
experiments to analyze the scalability of PCM as the sizes
of PP and PR increase. Fig. 7a shows the performance of
the PCM as the PP and PR file sizes (noted as jPRj and jPP j
respectively) increase. The experiment is processed on two
files PP and PR. Then, when jPP j = 18 and jPRj ¼ 18
assertions the time is around 60 ms. For jPP j ¼ 36 and
jPRj ¼ 36 assertions, the processing time is 240 ms. Then,
when the size jPRj and jPRj is doubled, the execution time
increases 4-fold. Thus, for jPP j ¼ 72 and jPRj ¼ 72, the
processing time is close to 960 ms.

3. Some services used for our experiments are available at http://
soc.univ-lyon1.fr:8080/MedicServ/

Fig. 6. Prototype architecture.
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7.3.2 Impacts of Dimensionality
In the second set of experiments, we evaluated the impact
of CP size (i.e., jCP j: the number of services in CP ) on the
PCM processing time. For that purpose, we generated
synthetic CPs and varied the number of services in each
generated CP . In the first experiment, each service in any
generated CP had jPP j ¼ 10 and jPRj ¼ 10 assertions. In
the second experiment, each service in any CP had
jPP j ¼ 20 and jPRj ¼ 20 assertions. Fig. 7b shows the
performance of PCM as the composition size increases for
both experiments. We can argue that the time of PCM is
linear with respect to the size of CP . However, comparing
the two experiments in Fig. 7b, the processing time of PCM is
polynomial with respect to the number of assertions of
services in each CP . We take as example two different jCP j
(jCP j ¼ 30 services and jCP j ¼ 60 services) and we compare
the proportion of increase in PCM time processing. For
jCP j ¼ 30 services with jPP j ¼ 10, jPRj ¼ 10 of each service
in thatCP , the processing time is near to 740 ms. Similarly, for
jCP j ¼ 60 services with jPP j ¼ 10 and jPRj ¼ 10 of each
service in thatCP , the processing time is near to 867 ms. Fig. 7
allows us to confirm that in general when the size of CP is
doubled the execution time is increased by a factor of less
than 1.7. For the same jCP j ¼ 30 services, with each service
having jPP j ¼ 20, jPRj ¼ 20 of each service in that CP , the
processing time is near to 2900 ms. For jCP j ¼ 60 services
having jPP j ¼ 20, jPRj ¼ 20 for service in that CP , the PCM
processing time attains 3430 ms. Overall, the impact of jCP j
on the PCM processing time is less important than that of
jPP j and jPRj.

7.4 Negotiation Performance
In the following we evaluate the performance of our
negotiation approach. We first describe the case of
incompatibility considered by the negotiation approach,
before presenting and discussing the most significant
results obtained from our experiments. The negotiation
proposal deals with the case of privacy incompatibilities
between services within a composition plan. Two services
S and S0 within a CP (where S0 depends on S) are
incompatible in terms of privacy regarding a dependent
resource rs if PRS does not subsume PPS

0
for that rs. In this

case, the negotiation can be performed to reach a compat-
ible CP . Note that other reasons for privacy incompatibility
can exist: 1) If rs 62 PPS

0
and rs 2 PRS then, PPS

0
and PRS are

not compatible, 2) If rs 2 PPS
0

and rs 62 PRS then, PPS
0

and
PRS are not compatible, and 3) S0 does not have PPS

0
, S0 is

considered as incompatible regarding any other service.

The three previous cases of incompatibility are not
considered by the negotiation approach.

We implemented our ReP algorithm in Java. For the sake
of performance study, for each developed service we
randomly generated negotiation strategies. Each strategy
STranAn

is attached to the corresponding assertion, which is
related to Retention topic and is defined onDT ¼ ½1; � � � ; 100�.
On the other side, we randomly generated a set of negotiation
strategies MStat

R3
of the mediator where R3 ¼ Retention topic.

Each negotiation strategy of the mediator is defined to one
corresponding service. All the negotiation strategies are
stored in XML files. We analyzed the time performance of
ReP as the size of the set MStat

R3
increases (i.e., jMStat

R3
j: the

number of offers). Fig. 8a shows the time to compute the
adapted value of ReP . The results obtained show that even
for a large number of offers (e.g., 100), the negotiation time
remains negligible (344 milliseconds for 100 offers). Fig. 8b
shows the performance of 5 negotiation processes related to
5 services (into the same incompatible CP ) at the same level
of dependency graph. Each service strategy is defined on
Retention-assertion topic and contains 10 possible states (i.e.,
jSTransA j ¼ 10) where the set of offer of the mediator
negotiation strategy varied from 10 to 100. The execution
times are close; which confirms the capability of the
approach to carry out several negotiation processes in
parallel.

7.5 Validation via Scenarios
We evaluated the impact of our solution with three
scenarios, noted as Sce1, Sce3, and Sce3, respectively.
They reflect typical use cases of the application domain.
The following three scenarios have been proposed by one
of our partners, the Cardiology Hospital of Lyon, in the
PAIRSE project.

. Sc1. The first scenario Sce1 involves 5 services
(PatientByIDService, CurrentTreatmentByPatientIDSer-
vice, MedicalHistoryByPatientIDService, MedicationBy-
TreatmentIDService and DrugclassByMedicationService)
and 3 service dependencies. This scenario returns the
different risks associated with the patient’s current
and previous treatments, along with a description of
the patient’s profile. It is mainly useful for doctors to
monitor their patients’ history and helps for treat-
ment prescription.

. Sc2. The second scenario Sce2 involves 3 services
(CurrentTreatmentByPatientIDService, MedicationBy-
TreatmentIDService and DrugclassByMedicationService)

Fig. 7. PCM evaluation.

Fig. 8. Negotiation performance.
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and 2 service dependencies. It gives the risks associ-
ated to a patient’s current treatment. It is useful for
nurses to help understand the patients’ problems for
daily care.

. Sc3. The third scenario Sce3 involves 2 services
(PatientByIDService) and 1 dependency. It returns
the description of a patient. It is useful for admin-
istrative staff to manage patients’ information (i.e.
mail for invoice).

The services involved in these scenarios are: Patient-
ByIDService takes as input a patient ID to return the
patient’s description. CurrentTreatmentByPatientIDService
takes a patient ID to return the patient’s current treatment.
MedicalHistoryByPatientIDService takes a patient ID to
return the patient’s previous treatments. MedicationBy-
TreatmentIDService takes a treatment ID to return the
medication involved in this treatment. DrugclassByMedica-
tionService takes a medication ID to return the drug class of
this medication (indicates the different risks to be associ-
ated to the medication). We performed two sets of evalua-
tions, and measured the results obtained with and without
negotiation. Each set of run has been executed 30 times, at
which point the results seem to converge.

Tables 2 and 3 show the end-to-end latency timings as
seen by the the requester of the three previous scenarios.
Each line shows (timings in columns 3 to 6 are in
milliseconds in both tables). Column (1) indicates if the
composition plans are compatible without negotiation ðCÞ,
with negotiation (C (neg)) or not compatible ðN � CÞ,
Column (2) indicates the number of service combinations
in each CP generated by the system to answer the query of
the scenario, Column (3) indicates the mean time the
system takes to answer the query, Column (4) indicates the
minimum execution time to answer the query, Column (5)
indicates the maximum time to answer the query, and
Column (6) gives the standard deviation of the timings
obtained. Timing in Table 3 are computed on the same
three previous scenarios with other services while PR/PP
of these services are different from services used in Table 2.

The results obtained with the scenarios show that the
overhead of negotiation to reach compatible CP is low (up
to 30 percent overhead for Sce1 and Sce3, which explains
the strongest impact), which confirms our results obtained
in Section 7.4. Compared to the experiments performed in
Sections 7.3 and 7.4, the scenarios analyzed in this section
show a higher variation between the minimal and maximal
latency. We interpret such a result as being due to the
significance of the network latency. Most of the time is
spent retrieving WSDL, PR/PP and negotiation strategies
files over the network, thus making the execution times of
our algorithms much smaller than the global response time.

Such a result indicates our solution has a low overhead and
is applicable to the scenarios developed in the context of
the PAIRSE project.

7.6 Limitations
We argue that a compatible composition plan (regardless of
the way to obtain it) is not entirely protected. Several types
of attack [15] can be carried out against composition
execution TCP (where TCP being the table of the compatible
CP execution) in order to re-identify published data. We
need to evaluate how much information can be inferred
with respect to the attacker’s knowledge. The solution we
deem the most appropriate is to efficiently model the
attacker’s knowledge through several dimensions with the
perspective to calculating the probability for an adversary
to re-identify the data contained in TCP . Our goal will be to
prevent the adversary from predicting whether a target
individual t (contained in TCP ) has a target sensitive value s.

8 RELATED WORK

We review the closely related areas below and discuss how
our work leverages and advances the current state-of-the-
art techniques.

8.1 Privacy Model Specification
A typical example of modeling privacy is the Platform for
Privacy Preferences (P3P) [34]. However, the major focus
of P3P is to enable only Web sites to convey their privacy
policies. In [32] privacy only takes into account a limited
set of data fields and rights. Data providers specify how to
use the service (mandatory and optional data for querying
the service), while individuals specify the type of access
for each part of their personal data contained in the
service: free, limited, or not given using a DAML-S ontology.
In [27], Ran propose a discovery model that takes into
account functional and QoS-related requirements, and in
which QoS claims of services are checked with external
components that act as certifiers. The authors refer to the
privacy concern with the term confidentiality, and some
questions are raised about how the service makes sure that
the data are accessed and modified only by authorized
personals. Some policy languages, such as XACML [25],
ExPDT [8] are proposed and deployed over a variety of
enforcement architectures.

These languages are on the one hand syntactically
expressive enough to represent complex policy rules, and
offer on the other hand a formal semantics for operators to
reason about policies, e.g., their conjunction and recently
difference. Unfortunately, they do not provide solution
when an incompatibility occurs. In our work, privacy
resource is specified and may be related to client, Data and
Service providers levels, and not only to the provided data.

TABLE 2
Client-Side Timings of the Different Scenarios

TABLE 3
Client-Side Timings of the Different Scenarios
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8.2 Privacy-Aware Composition
The works in services composition are closely inspired
from workflow and Data mashups composition. In [5] a
framework for enforcing data privacy in workflows is
described. In [6], the use of private data is reasoned for
workflows. Privacy-preserving mechanism for data mash-
up is represented in [20]. It aims at integrating private data
from different data providers in secure manner. The
authors in [13] discuss the integration and verification of
privacy policies in SOA-based workflows. The previous
approaches, related to data mashup and workflows, focus
on using algorithms (such as k-anonymity) for preserving
privacy of data in a given table, while in our work we go
further and propose a model that also takes into account
usage restrictions and client requirements. The work [7]
proposes using third parties as database service providers
without the need for expensive cryptographic operations.
However the proposed schemes do not allow queries to
execute over the data of multiple providers and do not take
into account the privacy issue regarding service provider
and data consumer, which is the main focus of our work. In
[9], privacy leakage in multi-party environment has been
investigated. The approach takes a game-theoretic ap-
proach to analysis some of privacy assumption in the
presence of colluding parties. It consists of a light-weight
method to let each participant estimate the percentage of
colluders in the environment. However, the secure multi-
party based-methods involve a high computational cost in
distributed system. One appealing approach is described in
[4] and aims at preserving privacy of private data mashup
with the social networks. The issue this approach resolves,
is to dynamically integrate data from different sources for
the joint data analysis in the presence of privacy concerns.

In contrast to the existing approaches, our privacy
model described in this paper goes beyond ‘‘traditional’’
data-oriented privacy approaches. Input/output data as well
as operation invocation may reveal sensitive information
about services and hence, should be subject to privacy
constraints.

8.3 Privacy and Negotiation
The proposal of [12] is based on privacy policy lattice
which is created for mining privacy preference-service item
correlations. Using this lattice, privacy policies can be
visualized and privacy negotiation rules can then be
generated. The Privacy Advocate approach [14] consists
of three main units: the privacy policy evaluation, the
signature and the entities preferences unit. The negotiation
focuses on data recipients and purpose only. An extension
of P3P is proposed in [11]. It aims at adjusting a pervasive
P3P-based negotiation mechanism for a privacy control. It
implements a multi-agent negotiation mechanism on top of
a pervasive P3P system. The approach proposed in [26]
aims at accomplishing privacy-aware access control by
adding negotiation protocol and encrypting data under the
classified level.

Previous work are suffering from two major short-
comings: The first one is the ‘‘take-it-or-leave-it’’ principle,
i.e., a service can only accept or refuse the other service’s
proposal as a whole. The second is the ‘‘one-size-fits-all’’
principle: once the service producer has designed its

privacy policy, it will be proposed to all interested services
no matter what their requirements are. Our privacy model
goes beyond previous privacy approaches and aims at
ensuring privacy compatibility of involved services in the
composition without any additional overload. Moreover, it
reconciles the incompatibility of privacy concerns using a
negotiation protocol.

9 CONCLUSION AND FUTURE WORK

In this paper, we proposed a dynamic privacy model for
Web services. The model deals with privacy at the data and
operation levels. We also proposed a negotiation approach
to tackle the incompatibilities between privacy policies and
requirements. Although privacy cannot be carelessly
negotiated as typical data, it is still possible to negotiate a
part of privacy policy for specific purposes. In any case,
privacy policies always reflect the usage of private data as
specified or agreed upon by service providers. As a future
work, we aim at designing techniques for protecting the
composition results from privacy attacks before the final
result is returned by the mediator.
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Against Realistic Adversaries,’’ Proc. VLDB Endowment, vol. 2,
no. 1, pp. 790-801, Aug. 2009.

[16] A. Machanavajjhala, D. Kifer, J.M. Abowd, J. Gehrke, and
L. Vilhuber, ‘‘Privacy: Theory Meets Practice on the Map,’’ in
Proc. IEEE ICDE, 2008, pp. 277-286.

[17] A. Machanavajjhala, D. Kifer, J. Gehrke, and M. Venkitasubramaniam,
‘‘L-diversity: Privacy Beyond k-Anonymity,’’ ACM Trans. Knowl.
Discov. Data, vol. 1, no. 1, p. 3, Mar. 2007.

[18] B. Medjahed, B. Benatallah, A. Bouguettaya, A.H.H. Ngu, and
A.K. Elmagarmid, ‘‘Business-to-Business Interactions: Issues and
Enabling Technologies,’’ VLDB J., vol. 12, no. 1, pp. 59-85, May 2003.

[19] A.P. Meyer, ‘‘Privacy-Aware Mobile Agent: Protecting Privacy in
Open Systems by Modelling Social Behaviour of Software
Agents,’’ in Proc. ESAW, vol. 3071, Lecture Notes in Computer
Science, A. Omicini, P. Petta, and J. Pitt, Eds., 2003, pp. 123-135.

[20] N. Mohammed, B.C.M. Fung, K. Wang, and P.C.K. Hung,
‘‘Privacy-Preserving Data Mashup,’’ in Proc. 12th Int’l Conf.
EDBT, 2009, pp. 228-239.

[21] L. Motiwalla and X.B. Li, ‘‘Value Added Privacy Services for
Healthcare Data,’’ in Proc. IEEE Congr. Serv., 2010, pp. 64-71.

[22] M. Mrissa, S.-E. Tbahriti, and H.-L. Truong, ‘‘Privacy Model and
Annotation for DaaS,’’ in Proc. ECOWS, G.A.P. Antonio Brogi
and C. Pautasso, Eds., Dec. 2010, pp. 3-10.

[23] S. Nepal, Z. Malik, and A. Bouguettaya, ‘‘Reputation Manage-
ment for Composite Services in Service-Oriented Systems,’’ Int’l
J. Web Service Res., vol. 8, no. 2, pp. 29-52, 2011.

[24] A.H.H. Ngu, M.P. Carlson, Q.Z. Sheng, and H.-Y. Paik,
‘‘Semantic-Based Mashup of Composite Applications,’’ IEEE
Trans. Serv. Comput., vol. 3, no. 1, pp. 2-15, Jan.-Mar. 2010.

[25] Oasis. Extensible Access Control Markup Language (XACML).
Identity, (v1.1):134, 2006.

[26] H.-A. Park, J. Zhan, and D.H. Lee, ‘‘Privacy-Aware Access
Control Through Negotiation in Daily Life Service,’’ in Proc. IEEE
ISI PAISI, PACCF, SOCO Int’l Workshops Intell. Secur. Informat.,
2008, pp. 514-519.

[27] S. Ran, ‘‘A model for Web services discovery with QoS,’’ SIGecom
Exchanges, vol. 4, no. 1, pp. 1-10, 2003.

[28] S.-E. Tbahriti, B. Medjahed, Z. Malik, C. Ghedira, and M. Mrissa,
‘‘MeerkatVA Dynamic Privacy Framework for Web Services,’’ in
Proc. Web Intell., O. Boissier, B. Benatallah, M.P. Papazoglou,
Z.W. Ras, and M.-S. Hacid, Eds., 2011, pp. 418-421.

[29] S.-E. Tbahriti, B. Medjahed, Z. Malik, C. Ghedira, and M. Mrissa,
‘‘How to Preserve Privacy in Services Interaction,’’ in Proc. AINA
Workshops, L. Barolli, T. Enokido, F. Xhafa, and M. Takizawa,
Eds., 2012, pp. 66-71.

[30] S.-E. Tbahriti, M. Mrissa, B. Medjahed, C. Ghedira, M. Barhamgi,
and J. Fayn, ‘‘Privacy-Aware DaaS Services Composition,’’ in
Proc. DEXA I, vol. 6860, Lecture Notes in Computer Science,
A. Hameurlain, S.W. Liddle, K.-D. Schewe, and X. Zhou, Eds.,
2011, pp. 202-216.

[31] J. Teevan, S.T. Dumais, and E. Horvitz, ‘‘Personalizing Search via
Automated Analysis of Interests and Activities,’’ in Proc. 28th
Annu. Int’l ACM SIGIR Conf. Res. Dev. Inf. Retrieval, 2005,
pp. 449-456.

[32] A. Tumer, A. Dogac, and I.H. Toroslu, ‘‘A Semantic-Based User
Privacy Protection Framework for Web Services,’’ in Proc.
ITWP, vol. 3169, Lecture Notes in Computer Science, B. Mobasher
and S.S. Anand, Eds., 2003, pp. 289-305.

[33] R. Vaculı́n, H. Chen, R. Neruda, and K. Sycara, ‘‘Modeling and
Discovery of Data Providing Services,’’ in Proc. IEEE Int’l Conf.
Web Serv., Washington, DC, USA, 2008, pp. 54-61.

[34] W3C, The Platform for Privacy Preference Specification, 2004.
[35] L. Zeng, B. Benatallah, A.H.H. Ngu, M. Dumas, J. Kalagnanam,

and H. Chang, ‘‘QoS-Aware Middleware for Web Services
Composition,’’ IEEE Trans. Softw. Eng., vol. 30, no. 5, pp. 311-
327, May 2004.

Salah-Eddine Tbahriti received the PhD degree in computer science
from the Claude Bernard Lyon 1 University, Lyon, France, in 2012. He is
a Member of LIRIS CNRS Laboratory. His research interests include
privacy preservation in service composition, privacy preserving, and
network security. Dr. Tbahriti has published several papers on Web
service privacy in international journals and conferences such as IEEE-
Systems Journals, ICWS, and IEEE-WI.

Chirine Ghedira is currently a Full Professor of computer science at
Jean Moulin Lyon 3 University, Lyon, France. She was a Member of the
LIRIS Laboratory till 2011. Her research interests include distributed
information systems, Web services, and context-aware computing. Ms.
Ghedira has served on numerous conference program committees and
has organized different scientific events (e.g., Notere 2008, CWS-05,
CINC 2005, etc.).

Brahim Medjahed received the PhD degree in computer science from
Virginia Tech, Blacksburg, in May 2004. He is an Associate Professor of
computer science at the University of Michigan-Dearborn, Dearborn.
His research interests include service-oriented computing, distributed
computing, and semantic Web. Dr. Medjahed has served on numerous
conference program committees. He is the author of more than 60
publications.

Michael Mrissa received the PhD degree from the Claude Bernard
Lyon 1 University, Lyon, France, in 2007. He is an Associate Professor
of computer science at Claude Bernard Lyon 1 University and a
Member of the LIRIS CNRS Laboratory. His main research interests are
related to Web services, data and information management, and
semantic Web. His publication list includes international journals and
conferences such as ACM TOIT and ER.

. For more information on this or any other computing topic,
please visit our Digital Library at www.computer.org/publications/dlib.

IEEE TRANSACTIONS ON SERVICES COMPUTING, VOL. 7, NO. 2, APRIL-JUNE 2014222



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles false
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails true
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments false
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues false
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo true
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Remove
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages false
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages false
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 600
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [612.000 792.000]
>> setpagedevice


